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CAE Memo: EVIDENCE OF SOUND CYBER SECURITY POSTURE AND SECURITY PLAN

To whom it may concern,

I hereby attest as the Colorado State University Pueblo (CSU Pueblo) Information Security Manager that CSU
Pueblo provides its faculty, staff, and students with a sound cybersecurity plan.

I also attest to that the fact that CSU Pueblo has named me (Mark D. Gonzales, Information Security
Manager CSU Pueblo, mark.gonzales@csupueblo.edu, cell: 719- - ) the dedicated on-campus official for
all cybersecurity planning and implementation. Please reference Appendix H for my job description.

The following includes cybersecurity plan includes the following material, training, and policy.

Information Technology (IT) policies (ref. Appendix A).

Annual Data Security & Privacy training for all faculty, staff, and student employees via EverFi. This Data
Security & Privacy training includes the following seven modules: (ref. Appendix B).

2.1. Introduction to Data Security & Privacy

2.2. The Data Security Problem

2.3. What We Need to Protect

2.4. Threat Actors & Their Tactics

2.5. How We Can Protect Data

2.6. Responding & Reporting

2.7. Final Thoughts

DEPARTMENT: INFORMATION TECHNOLOGY
AREA: INFORMATION SECURITY
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APPENDIX A

CSU PUEBLO IT POLICIES

Title Link

Acceptable Use Policy for Technology Resources http://csu-pueblo-policies.colostate.edu/policy.aspx?id=27

Computer Crime Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=49

CSU-Pueblo Web Policy http://csu-pueblo-
policies.colostate.edu/policy.aspx?id=139

eAccount Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=48

Email and Electronic Mass Communications
Policy

http://csu-pueblo-policies.colostate.edu/policy.aspx?id=15

Password Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=50

Server Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=51

Toll Free Number Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=52

Wireless Deployment Management Policy http://csu-pueblo-policies.colostate.edu/policy.aspx?id=53
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APPENDIX B-CSU-Pueblo Cyber Security Training Modules
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APPENDIX C
Image 1: Blackboard Learning Management System

Image 2: PowerPoint training (Title Slide) Image 3: PowerPoint training (Slide 1), Objectives
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APPENDIX D
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APPENDIX E
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APPENDIX F
https://www.csupueblo.edu/information-technology/security/index.html
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APPENDIX G
https://www.csupueblo.edu/information-technology/security/newsletter.html



 

 
 
 
 

Colorado State University Security Resources,  Security Awareness Programs 
 

Information Technology Services – Computing Resources Agreement 
 
Information Technology Services (ITS) at Colorado State University-Pueblo provides a broad spectrum of 
support for the planning, development, deployment, and integration of state-of-the-art facilities, infrastructure, 
and services to support the information technology needs of the academic, research, and administrative 
functions of the University.  ITS  provides oversight, management, coordination, integration, and staffing of 
Information Support Services, Instructional Technology Center, Network and Systems Services, Technology 
Support Services, and Telephone and Network Cabling Services. 
 
To gain access to the university’s computing resources, complete a “Computer Resource Application” 
(http://www.csupueblo.edu/its/forms/) and submit it to Information Technology Services in Administration 
Building Room 111.  Computing resources such as the university’s network, e-mail, Administrative Information 
System (AIS), and other university software will be established for you once this official form is received, 
Human Resources has received all required employment paperwork and, when applicable, a contract 
completed.   
 
Each person granted access to university computing resources is responsible for adhering to ALL university 
technology policies.  Pertinent policy information is available on the web at http://www.colostate-
pueblo.edu/its/, and includes the following policies: 
 

 Electronic Communications Policy  Guidelines established for the use of all electronic 
communications 

 Computer Account Policy  Computer account & eligibility guidelines 

 Password Policy Guidelines established for the use of passwords 

 Electronic Mail Policy    Use of electronic mail 

 Security Guidelines and Procedures   Computer and network security guidelines and procedures 

 Computer Crime Policy  Information about what constitutes computer criminal activity and 
penalties 

 Server Policy Governs the implementation of servers on the University network 

 Wireless Deployment Management Policy  Provides information about the structure of the campus 
wireless technology 

 Web Page Guidelines Guidelines for developing web sites and pages 

 ResNet Policy Governs the use of Internet Services to on-campus residents. 

 Toll Free Number Policy Use of Toll Free telephone numbers on campus 
 
If you need assistance using the university’s computing resources, contact the Information Technology 
Services Help Desk at 549-2002.  Hours of operation for the Help Desk are Monday through Friday, 7:30 am to 
5:30 pm. 
 
I agree to adhere to all University Technology Policies as indicated above and understand that failure to do so 
may result in the loss of my privileges to utilize the University’s computing resources.  I further understand that 
failure to adhere to the policies may result in corrective or disciplinary action up to and including termination. 
 
              
Employee Signature        Date 
Form:  4/2019 

 

MALIK AND SEEME HASAN SCHOOL OF BUSINESS                                                2200 BONFORTE BLVD. 
                                                                                                                              PUEBLO, COLORADO 81001-4901 

                                                                                                                          (719) 549-2142 Fax: (719) 549-2909 

 

http://www.colostate-pueblo.edu/its/policies/ElectronicPolicy.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/PasswordPolicy.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/EligibilityPolicy.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/SecurityGuidelinesAndProcedures.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/ComputerCrime.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/Server.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/WirelessDeploymentManagementPolicy.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/WebGuidelines.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/ResNet.asp?lnb=facstaff
http://www.colostate-pueblo.edu/its/policies/TollFreeNumberPolicy.asp?lnb=facstaff


 
 
 

2021 HSB 119 and HSB 117 Lab and Applications Resources 
Operating Systems 

- Dedicated Domain Controller (Running Win 2008) 
- VM for Windows Server 2008-R2 and Server 2012  
- VM Player 
- Virtual Machine for Linux  
- Virtual Machine for Win Server 2012 
- VirtualBox 

 

General Applications 
- MS Office and Libre office application  
- ABTutor 

 

Specialized Applications and Security Software  
- MS Project Professional  
- MS Visio  
- MySQL 
- Heidi- SQL 
- John the Ripper 
- Kleopatra 
- Helix  
- Wireshark  
- Nmap 
- Sam Spade 
- SuperScan 

 

HSB-117-General Computer Lab Resources 
- MS Office 
- MS Project Professional  
- MS Visio 
- MySQL 
- Heidi SQL  

 
 
 
 
 
 
 
 
 
 
 
 
 



Colorado State University-Pueblo 
HSB LABS,  May, 2021 

HSB 117 Lab 

 
 

HSB 119 Lab 

 
 
 

 
 



 

 
Colorado State University-Pueblo 

        Cyber Security Weblinks + Intelligence Agency Publications and Research 

  
All CSU-P Faculty, Staff and students have access to many subscription-based on-line Cyber 
Defense, Cyber Security, Information Security, System Security academic and practitioner 
journals, book and related publications.   https://www.csupueblo.edu/library/index.html 
 
Cyber-Security, Cyber Defense website, links  
https://www2.fireeye.com 
http://info.surfwatchlabs.com. 
http://www.cybersecurityinformation.com/ 

 
Intelligence Agencies: Research and Publications 
 
http://www.dhs.gov/topic/cybersecurity (CIS 460, click on Cyber Security Overview, for CIS 461, click Cyber 
Incident Response) 
 
https://www.ivytech.edu/cyber-security/index.html (for Cyber Information Assurance (IA) 
 
https://twitter.com/cyber_security  (Links to various recent Cyber security breaches) 
 
https://www.whitehouse.gov/issues/foreign-policy/cybersecurity 
 
Wireshark Tutorial 
http://searchsecurity.techtarget.com/tip/Wireshark-tutorial-How-to-sniff-network-traffic 
 
National Security Agency (NSA) 
https://www.nsa.gov/ia/ 
https://www.nsa.gov/research/index.shtml (NSA Research) 
https://www.nsa.gov/research/publications/index.shtml (NSA Publications)  
https://www.nsa.gov/careers/index.shtml (NSA Jobs and Careers)  
https://www.nsa.gov/ia/index.shtml (Information Assurance)  
https://www.nsa.gov/ia/_files/factsheets/I43V_Slick_Sheets/Slicksheet_Top10IAMitigationStrategies_Web.pdf 
(Top 10 I.A. Mitigation Strategies) 
https://www.nsa.gov/ia/_files/factsheets/I43V_Slick_Sheets/Slicksheet_SegregatingNetworksAndFunctions_We
b.pdf (NSA: Segregating Networks and Functions) 
 
Federal Bureau of Investigation (FBI)  
https://www.fbi.gov/ 
https://www.fbi.gov/stats-services/publications (FBI Report and Publications) 
https://www.fbi.gov/scams-safety (Scams and Security)  
http://www.ic3.gov/default.aspx (Reporting Internet Crimes)  
 
 

https://www2.fireeye.com/
http://info.surfwatchlabs.com/
http://www.cybersecurityinformation.com/
http://www.dhs.gov/topic/cybersecurity
https://www.ivytech.edu/cyber-security/index.html
https://twitter.com/cyber_security
https://www.whitehouse.gov/issues/foreign-policy/cybersecurity
http://searchsecurity.techtarget.com/tip/Wireshark-tutorial-How-to-sniff-network-traffic
http://searchsecurity.techtarget.com/tip/Wireshark-tutorial-How-to-sniff-network-traffic
http://searchsecurity.techtarget.com/tip/Wireshark-tutorial-How-to-sniff-network-traffic
https://www.nsa.gov/ia/
https://www.nsa.gov/research/index.shtml
https://www.nsa.gov/research/publications/index.shtml
https://www.nsa.gov/careers/index.shtml
https://www.nsa.gov/ia/index.shtml
https://www.nsa.gov/ia/_files/factsheets/I43V_Slick_Sheets/Slicksheet_Top10IAMitigationStrategies_Web.pdf
https://www.nsa.gov/ia/_files/factsheets/I43V_Slick_Sheets/Slicksheet_SegregatingNetworksAndFunctions_Web.pdf
https://www.nsa.gov/ia/_files/factsheets/I43V_Slick_Sheets/Slicksheet_SegregatingNetworksAndFunctions_Web.pdf
https://www.fbi.gov/
https://www.fbi.gov/stats-services/publications
https://www.fbi.gov/scams-safety
http://www.ic3.gov/default.aspx


International Information System Security Certification Consortium (ISC)2 
https://www.isaca.org/Pages/default.aspx 
 
Central Intelligence Agency (CIA) 
https://www.cia.gov/index.html 
https://www.cia.gov/library/publications (CIA Publications)  
 
Credit Card Fraud Stats 
HTTP://WWW.STATISTICBRAIN.COM/CREDIT-CARD-FRAUD-STATISTICS/ 
 
 

Cyber Risk Mgmt / Disaster Recovery / Cyber Law 
Cyber Risk Mgmt 
Cyber Risk Network 
http://www.cyberrisknetwork.com/ 
 
Information Systems Security Association 
https://www.issa.org/ 
 
National Cyberwatch 
 http://www.nationalcyberwatch.org/ 
 
Contingency Planning/ Disaster Recovery/ Business Continuity 
NIST Contingency Planning  Guide for I.T. System (NIST 800-34) 
http://ithandbook.ffiec.gov/media/22151/ex_nist_sp_800_34.pdf 
 
 
 

 
 

 
 

https://www.isaca.org/Pages/default.aspx
https://www.cia.gov/index.html
https://www.cia.gov/library/publications
http://www.statisticbrain.com/credit-card-fraud-statistics/
http://www.statisticbrain.com/credit-card-fraud-statistics/
http://www.statisticbrain.com/credit-card-fraud-statistics/
https://www.issa.org/
http://www.nationalcyberwatch.org/
http://ithandbook.ffiec.gov/media/22151/ex_nist_sp_800_34.pdf
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